Disaster Preparedness for IT Departments
This basic template is designed as a first step towards disaster planning and is meant to be a guideline with many questions at this time.  The detail and completion of this template is the responsibility of each entity’s IT department and/or other IT professionals.  

There should be additions and/or changes as new disasters that have not been experienced actually occur.  Any disaster preparedness needs the involvement of your emergency management.  When this document is completed, hopefully it will be submitted as an appendix to existing emergency management planning at the local level.

The first part here will discuss basic IT responsibility that should be in place without thought of specific disasters.
In IT we are responsible for the equipment functionality, security and data integrity as our normal job function.   For entities without fulltime IT personnel, this template needs to be prepared for you by someone “qualified” that knows your entire IT hardware & software operations.  This can be a mixture of vendors, consultant/liaison(s) and/or a neighboring IT department. 
Know your insurance coverage and the conditions of disasters.  Fire, flood, windblown rain, caustic chemicals, acts of terror/war, vandalism, etc..

Data backup has to be a part of routine.  Remote backup should be considered when possible.  Backup media should include usage of external hard drives, pen drives, DVD/CD media, tapes, etc..  
Some vendors offer emergency backup of your server(s) data to their equipment remotely as well as an emergency response including a duplicate server ready when needed.  This may be an extra fee to have these services available.
A backup example could be to perform daily backups using a rotational method of 3 sets, and one set would be permanently kept offsite and rotated out.  During a disaster that offsite could be another location far enough away to not be affected by the disaster.  
Equipment protection consisting of UPS/Battery backup(s), flooding considerations, environmental exposure are all extremely important.  Some insurance companies will not reimburse if equipment is not plugged in to at least a surge protector.
Most UPS/battery manufacturers have a replacement dollar amount if equipment connected gets damaged by electricity. 
Check insurance coverage to know your disaster coverage and conditions on hardware.

Vendor Contact Lists are necessary from preparedness to response to recovery.  A simple list with the name of vendor, contact, phone & cell phone and also an alternate contact, phone and cell phone for emergency/after hours is a great resource.  You might want to list what emergency resources they offer as well.  Independent computer personnel, neighboring IT departments may be considered to arrange and plan for their aid.   
Equipment and Software replacement readiness is necessary for recovery.  The equipment needs of every department down to the electric pencil sharpener and stapler needs to be made as well as office space needed.  If a building or office is wiped out completely, then what does it take to operate remotely and what equipment is needed to replace that station or even the entire building.  This includes computers, phones, fax machines, copiers, radios, switches, cabling, internet bandwidth needed, servers, printers, phones, furniture, other equipment and office supplies too.  The software 
considerations of servers and workstations include volume license agreements, versions, product keys, downloaded programs such as adobe reader and current service packs.  Also be aware of what the minimum equipment is that you need to resume essential business.  Work with all offices on this and also with emergency management.
Here are examples of some worksheets to consider.  Radio’s, phones, Lab equipment for Investigators or other items are not shown here, but need to be here too.  
WORKSHEET -1 For Totals: 

	Overall Licenses
	Number
	Server CD Location
	Notes

	Microsoft Office
	432
	N/A
	ACTUALLY NEED 476

	Microsoft Windows XP Pro
	476
	N/A
	25 don't have CD

	Small Business server
	N/A
	 N/A
	 

	VPN 
	12
	N/A
	 

	Adobe Reader full version
	8
	All CD's in IT Closet
	 

	Symantec Endpoint 11 
	470
	IT Closet
	ACTUALLY NEED 476

	Email
	300
	N/A
	 


This is based on 476 Overall workstations.

WORKSHEET -2 For Network or other Devices:

	Network or other Devices
	Brand & Model
	Serial Number
	Location
	IP &/or  Notes

	24 Port 10/100 
	Netgear 
	 
	Ground Floor Master Closet
	Do not use port 5

	16 Port 10/100
	Airlink
	 
	County Clerk office
	Behind Counter

	8 Port 10/100
	Freds Devices
	 
	District Clerk Office
	Closet

	8 Port 10/100
	Generic
	 
	Tax Office
	Inside Drop Ceiling

	Firewall
	Sonicwall
	 
	Sheriff Office Phone Closet
	x.x.3.1 out, x.x.1.1 in, VPN 12 lic.

	Router
	Netopia 
	 
	Sheriff Office
	To courthouse x.x.1.1

	Router
	Netopia 
	 
	Courthouse basement closet
	To Sheriff Office x.x.2.1

	Wireless A/P
	3Com
	 
	1st Floor East Hallway
	 


This could get quite long.
WORKSHEET -3 For Individual stations:

You could put network printers on this or the previous network device worksheet -2.

	Department/Building
	Courthouse 
	 

	Number/Name/Location
	Room 110, station 1, Assistant County Attorney Secretary
	 

	 
	
	
	 

	Software
	Version
	CD Location &/or Product Key
	Notes

	Microsoft Office
	2007 Professional
	Storage Room 2nd Floor County Att
	 

	Microsoft Windows
	XP Professional SP-2
	Storage Room 2nd Floor County Att
	SP-3 Upgraded

	Small Business server
	N/A
	 
	 

	Adobe Reader free version
	8.0.1
	N/A
	 

	Adobe Reader full version
	N/A
	N/A
	 

	Symantec Endpoint 11 
	Yes
	N/A
	 

	 
	 
	 
	 

	 
	
	
	 

	Network & Settings
	Description

	IP Auto or Static
	x.x.1.12

	Email
	yes

	Internet
	no

	Home page
	n/a

	Workgroup
	Cnty-atty

	Shared Printer
	none

	Shares
	c:\docstogo, c:\documents\all users\shared docs, d:\image1

	 
	 

	 
	
	
	 

	Hardware
	Brand & Model
	Serial Number
	Notes

	Monitor
	Samsung 920wm
	 
	 

	Keyboard & Mouse
	Wireless Logictech 
	 
	 

	CPU
	Acer Aspire
	 
	 

	CD/DVD
	DVDRW & DVD
	 
	DVD disconnected due to prob

	Memory
	2Gig
	 
	 

	Hard Drive 
	250Gig
	 
	 

	Additional Hardware
	19-in-one Mem Reader
	 
	 

	Scanner
	Canon DR-2080C
	 
	 

	Printer
	HP Color LJ 1600
	 
	 

	 RAdio
	 
	 
	 

	Telephone
	Vtech
	 
	 

	Fax
	N/A
	 
	 

	Copier
	Minolta 
	 
	Leased


PREPAREDNESS

Actual Preparedness requires knowledge of what to prepare for and the possibilities of what could happen.  The possibilities of various disasters are quite extensive, so let us discuss a few common possibilities and some preventative measures.  You do need to brace for several or even all combinations of possibilities.  You could lose power in a storm and the people hooking a new generator make an error caused by a tree limb or debris slamming into them and this could send a power spike which knocks out some equipment, and you also find out while inspecting the downed equipment that one user forgot to backup in the last 3-4 months because they said they didn’t have the time, and another saw a weird popup right before the computer went down and they were sending out an email to everyone with an attachement.
Site Physical Security of current equipment is crucial especially with regards to access and location of server and infrastructure equipment.  Passwords, user level access on all equipment, antivirus and spyware protection are all considerations.  Can anyone walk in to the server closet? Do you have a server closet?  Can anyone walk around and cut exposed cables or hit them with vacuum cleaners.  Any free or exposed physical access to infrastructure is a risk.

Do you have generators for all locations that have been tested within the last 6months to a year?  Are there trees next to your buildings with limbs running across rooftops or next to windows?  Are you close to a river or lake?  Are you prone to flooding around buildings?  

Is there a hill nearby your buildings?  Are there industrial refineries or a railroad that are within a short distance from any offices?  Do you have backup batteries for radio’s and cell phones?  

Power outages – always possible, even during clear weather.


Generators, UPS/Battery backup, no less than a surge protector.  Be especially aware that when new generators are first hooked up, they may have to turn it on and off several times to test circuit loads and spikes can occur.  The best advice is to have all electronics turned off during hookup and test phases, including your surge strips and battery backups.  Some UPS/battery backups may not perform well with generator power.
Viral / internet attacks – always possible.

Make sure antivirus/spyware, operating system patches, firmware upgrades & soft wares on network infrastructure equipment are current.  Use monitoring tools to look at sudden bandwidth congestion.  Periodically scan/check random computers that seem to have a high internet use and/or email.  Have email programs default to not open attachments.  Teach users safe computing.  Are they taking their laptop home, going to social sites, letting their kid use it, emailing jokes or pictures?
Data loss due to human error/knowledge. – this is always possible.

This is difficult to predict, but the best prevention is to backup data regularly, daily is best.  Train and/or question people that use external storage and also those who like to install their own things.  
Equipment failure – always possible.

This is not always difficult to predict, but good prevention is training users to alert you in time.  Noises from fans and drives are easy for most people to tell if something is up.  Smells from burning CRT’s and Power supplies are also obvious.  The biggest issue is to get people to notice and react to IT quickly to prevent more damage or non backed up data loss.  Heat is a big problem for PC’s.  Remember optimum temperature ranges for equipment.  Telephone headsets seem to be at the mercy of the clumsy or the angry user.  
Weather related storms – always possible and with combinations of possibilities.


Wind from storms including tornados and hurricanes – can cause building & power line damage, dangerous debris/tree projectiles that hit windows & people, spread a chemical spill toxic cloud around, etc.

Precipitation from storms can flood areas quickly; ice and snow can knock down trees & power lines.  If you have equipment in basement areas, be ready to move it to a higher level.  You might check historic precipitation records or ask the senior citizens around, but you never know when that record rain will hit.  Fog can cause a lot of accidents and people have knocked down power poles with their vehicles.

Lightning from storms can always knock out power.  Hopefully all structures are properly grounded.



Tornados can hit quick and flatten areas.  Complete areas could be leveled to the ground, have remote sites partnered with a nearby city if possible.

Hurricanes can be partially predicted.   The actual intensity (rain, tornados, lightning, winds and storm surge) and exact location of landfall can’t be.  These can wipe out entire cities completely.  So even though you are inland and show not to be affected or it will die down, you could be wrong.  The rains and tornados can cause widespread damage inland throughout the path.  Ike caused widespread problems in more than just Texas and Louisiana.  The closer to the coast you are the more you have to prepare for complete loss of structures and also be ready to use your sister (remote area to setup offices) county.  Most of us have them with emergency management contingencies.  Some of you that are not close to the coast may not have a sister city or county at all, so you need to find one.  

Super storms, tsunamis, super tornados.  While possible, these are not likely, but nonetheless possible.   Hopefully our weather people can pick up on something in time to save us.  Watching discovery channel on possibilities is both eye opening and terrifying.
The only preparation to do is have your lists of equipment, office space, software and a place to go as far away as needed.

Vandalism/Acts of War/Terrorist attacks are all possible.


Preparedness can include security measures against physical exposure of infrastructure.  Can you walk in an office or around the building and see routers, cables, computers within public reach?  Are your public view stations secure?  Are infrastructure/server closets locked & who all has keys?  Is the fence up around radio towers and who all has entry?  People in work vehicles & uniforms can look normal, but generally something doesn’t quite look right or they act different.  Is the gas man checking the electrical box?  You might have to think with a little paranoia to go through possibilities here.  Putting external cameras on outside storage, in building entrances, around cash registers, maintenance sheds, storage barns, judges chambers, towers, etc., could prevent these acts or shed light on who did it.  Most court houses have detectors to walk through, but some only have them going into courtrooms are may be not at all.  We live with proof that a plane can come crashing or a bomb could be smuggled in.  People can be martyrs to their supposed cause.  What about a car bomb or a suicide bomber?  Work with your sheriff department and security people to train you how to be aware too.  If acts occur and you’re trying to go around fixing things, you need to be prepared if confronted or you notice someone suspicious and the correct procedure to follow.
Nuclear bombs are devastating.  A direct hit would be bad and there is not much you can do.  I know we all pray against this, but not much can be done other than a bomb shelter loaded and stocked with many year’s worth of things.  

If a nuclear bomb is detonated in the atmosphere above North America, it would cause electronic devastation throughout the United States.  This has been called an EMP pulse.   It would fry most electrical and electronic related things, including cars, transformers, computers, cell phones, switching equipments etc.  Supposedly it would take 9-10 years to recover from one detonated in the right spot.  Some have said that a Tesla Box would save small electronics in a pinch.  You take a cardboard box and put your small electronics in it, seal it, then cover it with aluminum foil and attach a grounded wire.  Maybe a huge sealed and properly shielded warehouse might work with backup equipment, generators, cars, etc.  
Chemical spills and Refinery accidents are possible in most areas.  If offices are within close proximity to railroads, highways, refineries, then you are prone to this possible evacuation.  This could be an immediate thing beyond the ability to predict or control.

An evacuation plan should be in place for this through emergency management.
There are many things to consider when preparing for the worst, most of which is information.  The information that we know and can do something about is paramount to response and recovery.  Experience also makes us aware of possibilities that have and could have occurred.  All the above possibilities could happen so quick that there isn’t time to prepare, just to react.  So brace and plan for a quick evacuation if need be.  Some of the scenarios could become that human life is more important than the equipment if time is crucial and the threat is imminent and catastrophic.  What is the minimum you should do with less than a days notice or less than an hour or even 5 minutes?  
